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Warning: Sensitive Content
Disclaimer: For educational purposes only. We do not promote illegal activities.
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Agenda

Jailbreak attacks to LLMs
Pros and Cons of each jailbreak attack.

Auditability of LLMs
Challenges that arise when auditing LLM due to the 
possibility of jailbreak attacks.

Real world example
Where a jailbreak attack could lead to harmful 
behavior.

Our own jailbreak attack
Interactive session.

Most important open challenges
Taking into consideration the four ethical principles 
from the perspective of Trustworthy AI.



Classification: Internal - ADIA and Business Partners

Translation Based Obfuscation Crescendo

Translating inputs 
from English into 

low-resource 
languages

Masking or altering 
prompts.

Exploits the LLM’s 
tendency to follow 

patterns

Pros

Cons

• Bypassing security mechanisms • Versatility

• Time-consuming • Resource Intensive
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Autonomy
Some filters not allowing to search 

specific topic, not as Google search 

before the jailbreaking.

It always answers equally and not 

discriminating not depending on your 

background and it has the same 

behavior before and after the attack.

Fairness

Beneficence 
It may answer always as correct as 

possible to help always as good as 

possible before the jailbreak. It could 

be harmful after the attack.

The model will try to explain the 

logic behind the final answer before 

and after the jailbreak.

Explainability

Four Ethical Principles from the perspective of Trustworthy AI.
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Check out our jailbreaking 
example on polemic images 
generation using ChatGPT4 
(Dall-E)
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What happens if we 
explain it directly?
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Auditability of LLMs

Continuously emerging jailbreak techniques

Bias and Fairness Considerations

Complexity of Interpretability

Robustness and Reliability
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Potentially Harmful effects

• Made up research claiming guns are not harmful to kids [2].

• Generated two fake legal cases in a Canadian divorce case, 
resulting in a lawyer being reprimanded [2].

• Samsung employees fed sensitive information about 
company meetings and source code into ChatGPT on 
several occasions, resulting in the company banning 
third-party generative AI services[2].

• A San Francisco artist found her medical photo used in AI 
training without consent, raising privacy concerns. The UK's 
NCSC warns AI models can leak sensitive data [3].

[1]

https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/chatgpt-invents-guardian-articles-bylines
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/chatgpt-invents-guardian-articles-bylines
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/canadian-lawyer-under-fire-for-chatgpt-generated-fake-cases
https://www.aiaaic.org/aiaaic-repository/ai-algorithmic-and-automation-incidents/samsung-employees-leak-sensitive-data-to-chatgpt
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More real-life harmful use cases
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Our Own Generated Attack
Choose a scenario

Terrorist Attack Cult

Money Laundering Murder

Disclaimer: For educational purposes only. We do not promote illegal activities.
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Thank You 


